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A CAN Overview

MICROCHIP

e CAN is a serial communication protocol
e All nodes attach to common connection
e All nodes must use the same baud rate

e Each node can transmit or receive any message on the
bus
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AN Requirements and
MICROCHIP ppllcatl ons

e CAN requires

e Information sharing between vehicle ECUs (engine ECU,
mission ECU, ABS, air-bag, ETACS, etc.)

e Robust communication is required for a noisy environment
e Network requirements between independent trending ECUs

e CAN applications
e Automotive: sensors and information sharing
e Industrial facilities: many processors
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A CAN Network Model

MICROCHIP

e ISO/OSI Seven Layer Network Reference Model

ISO/OSI
Reference Model

Implemented by
CAN protocols

2. Data Link Layer
> Standard CAN

Implementation

1. Physical Layer
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A CAN Network Model

MICROCHIP

e The CAN specification defines a part of the Data Link
Layer and Physical Layer

OSI Reference Layers

—_ CAN Reference

Application
Presentation
Session
Transport

Network
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A CAN Network Model

MICROCHIP

_ﬁmm on ‘ Application (user defines)

CAN Open

M| mm)  DeviceNet
CANbedded, GMLAN Handler

User define

Data Link Layer ‘ CAN Controller
PHY Layer ‘ Transceiver
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N CAN Physical Layer

MICROCHIP

e CAN High Speed
¢ 1SO11898-2
e Supports up to 1Mbps bus speed

e CAN Low Speed (Fault Tolerant)
¢ 1SO11898-3
e Supports up to 125kbps bus speed
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@ CAN High Speed Physical Layer

MICROCHIP

e |SO 11898, CAN Class C

e Symmetrical signal
transmission (max. 30)

e 40m max cable length @1Mbps

Node 1 Node n

e 1km max cable length @50kbps AN
e Transmission output current ' { '
>25 mA |: 120Q ﬁ 120Q |j
'f CAN_L
Bus Level
A V]
5
4- CAN_H
31 ’
O
1 - CAN_L
0 rec dom rec :
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e\

CAN High Speed Physical Layer

MICROCHIP
5___
Ugus |45+ =
T Vean
35+ )\
T . \o
2.5 Vi
T \ —
1.5 1 VCAN .;.-'
1__
05T
0 . . .
recessive dominant recessive
recessive [V dominant [V]
min. typ. max. min. typ. max.
CAN high 2.00 2.50 3.00 275 3.50 4 .50
CAN low 2.00 2.50 3.00 0.50 1.50 2.25
Difference -0.50 0.00 0.05 1.50 2.00 3.00
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CAN Bus Waveform

MICROCHIP
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@ CAN Low Speed Physical Layer

MICROCHIP

e |SO 11519, CAN Class B

e Symmetrical signal
transmission

e Data transfer rate up to
125kh/sec

e The maximum bus line length
depends on the baud rate

e Transmission output current <1
mA

Node n
Node 1
(max 20)
o— } ‘ = '
2.2kQ CAN H
1 1 |
—17 15V
Bus Level
5 (V]
CAN H
CAN_L
. . T : 3
recessive dominant recessive
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@ CAN Low Speed Physical Layer

MICROCHIP

Bus Level [V]

A

54 min. 4,8V

4- min. 3,6V

3 - CAN_H

2 - CAN_L

1 - max. 1,4V
max. 0,2V

0 '
recessive dominant recessive 1
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N Message and Signal

MICROCHIP
Message
Vehicle | Odo Odo IGN
ID DLC Battery Speed Low High status
Signal
80 |40 |20 |10 (08 |04 |02 |01
0 Battery >
1
2 Yefrrete-Speed >
3 Saotov >
4 Slen) ngh >
5
6 IGN >
7
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e\ Key Features of CAN

MICROCHIP

e Multi Master

e CSMA (Carrier Sense Multiple Access)

e CD-CR (Collision Detection with Collision Resolution)
e Message based, not address based

e Up to 8 byte transfer

e Maximum communication speed 1Mbit

e Reliability with various error detection

e Noise-resistant communication
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A CSMA / CD-CR

MICROCHIP

CS — Every node must monitor bus for
a period of no activity before sending a message

MA — Once a period of no activity
occurs, every node has an equal opportunity to
transmit a message

CD — If 2 nodes transmit at the
same time, a collision occurs

CR — Non-destructive bitwise
arbitration
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A CSMA / CD-CR

MICROCHIP

CR - Non-destructive bitwise
arbitration

Messages remain intact even after collision occurs

All arbitration takes place without corruption or
delay of the highest priority message

Any message that loses priority in arbitration is
automatically retransmitted at the next available
time

Requirements

Dominant and recessive bit states must be
defined (dominant wins arbitration over
recessive)

Each node monitors bus to see if what was sent
actually appears on the bus
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e\

MICROCHIP

CSMA / CD-CR

o Collision Resolution = Non-destructive bitwise arbitration

Fs —» Identifier >

S | ‘ ‘ R

Controller1ID| o 10 9 8 7 6 5 2 1 0 T
= 0x653 F ‘ R
Controller 1 wins
arbitration
S | ‘ ‘ R |

Controller2ID| o491 9| 8| 7 6! 5 2 11 o | T

= 0x65B F | ‘ R
< Arbitration phase
[ BH

Bus level E 10! 9| 8 ‘ 7| 6| 5 3 ‘ 21 11 0 ;

rec

dom

rec

dom

rec

dom
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N Message Based

MICROCHIP

e All messages sent between each node are not
address-based

e Each node can receive all messages and send ACK
If there is no abnormality in received contents (CAN
Peripheral H/W)

e Process with received message with Mask & Filter
e One-to-one or multiple transmission are possible

e EXisting nodes do not need to update information
about adding new node
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A\ Message Frames
MICROCHIP (Data Frames)

e CAN 2.0A/ CAN 2.0B Format

e Standard Data Frame

e Versions 1.0 and 2.0A
e 11-bit Identifier Field

12 6 8N (0<N<8) 15 2 7
Arbitration Control Data CRC Ack End of
Field Field Field Field Field Frame

tart of Frame
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R\ Message Frames
MICROCHIP (Data Frames)

e Standard Data Frame (Arbitration Field)

e SOF(Start of Frame): Default - 0

e Identifier: 11bit
e RTR: 0 - Data Frame, 1 — Remote Request

12 6 8N (0<N<B8) 15 2 7
Arbitration Control Data CRC Ack End of
Field Field Field Field Field Frame

tart of Frame

ID10

S
IDO
RTR

11 bits
Identifier
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R\ Message Frames
MICROCHIP (Data Frames)

e Standard Data Frame (Control Filed)
e IDE & RO: Reserved bit, Default O
e DLC: Number of Data Field Byte

o 12 6 8N (0<N<8) 15 2 7
£
E Arbitration Control Data CRC Ack End of
= Field Field Field Field Field Frame
— (4p] o
= a x @] @)

= 04 [a) =)

S
IDO
IDE
RO

11 bits g 4 bits
Identifier g Data
o Length
3 Code
o
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R\ Message Frames
MICROCHIP (Data Frames)

e Standard Data Frame(CRC Field)

e 15Bit CRC(Cyclic Redundancy Check)
e CRC from SOF to Data Field

e 1Bit CRC Delimiter : Default 1

o 12 6 8N (0<N<8) 15 2 7
£
E Arbitration Control Data CRC Ack End of
= Field Field Field Field Field Frame
— (4p] o
= a 0 d @] &) —

= 04 [a) =)

S
IDO
IDE
RO

D

11 bits g 4 bits 15 bits
Identifier g Data CRC
o Length
3 Code
4
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R\ Message Frames
MICROCHIP (Data Frames)

e Standard Data Frame(ACK Field)
e ACK Slot:

e Transmitting node checks the ACK Slot bit, which it has sent as a
recessive and checks for a dominant

e ACK Delimiter: Default 1

o 12 6 8N (0<N<B8) 15 2 7
=

E Arbitration Control Data CRC Ack End of
= Field Field Field Field Field Frame
53 w. O 8 5

5 0 OF a & 4

S
IDO
RTR

Del
Del

11 bits g 4 bits 15 bits
Identifier g Data CRC
o Length
3 Code
@
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R\ Message Frames

MICROCHIP (Data Frames)

Start of Frame

e Standard Data Frame(End of Frame)

e 7 Recessive Bit

e Intermission Filed: Notify of interruption of Frame as 3 Recessive

Bits after EOF
e Bus Idle Time: Arbitrary length after Intermission Filed

12 6 8N (0<N<B8) 15 2
Arbitration Control Data CRC Ack
Field Field Field Field Field
Q oy O O _x _
a oko2 3 A 828
[0 O ) ) ) ) ) ) 0] /2 1 O O ) /0 e e
11 bits g 4 bits 15 bits
Identifier g Data CRC
o Length
3 Code
@
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R\ Message Frames

MICROCHIP (Data Frames)

Start of Frame

e Extended Data Frame

e Version 2.0B, 29-bit Identifier field
e SRR(substitute Remote Request): RTR In Standard Form
e |DE((dentifier Extension Bit): Dominant in Standard Form

32 6 8N (0<N<8) 16 2 7
Arbitration Control Data CRC Ack End of
Field Field Field Field Field Frame
™ o
0 0 ¥ N~ o @) &) _ X _
w
a 8 %08 BEEEEa & 828
11 msb 18 Isb % 4 bits 15 bits
Identifier Identifier E Data CRC
o Length
0 Code
x

Webinar — Automotive Network Basic: Understanding for CAN/LIN Concept and Architecture (Mar 13, 2019) 28



e\

MICROCHIP

Bit Timing

~
we o UUUUUUHUUUU T

TEIHP‘CLK

tEH'I'

sync PropSeq P51 P52
(fixed) (Programmable) (Programmable) (Programmable)
| | | | | |
TQ |
| (tra) |
- | | | | | |
| | | | | |
|q CAN Bit Time |
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N Bit Timing

MICROCHIP

CAN Message

Arbitration Control Data CRC Ack End of
Field Field Field Field Field Frame

SOF

Sinc. PropSeg Phese Sea L Phase SeaZ.

Sample Point

A CAN message BIT is made up of four segments
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N Bit Timing

MICROCHIP

e Each Bit Timing Segment is made up of
Integer units of time called Time Quanta (TQ)

Sync! Prop Seg Phase Seg1 " Phase Seg2

TQ TQ ‘ TQ TQ ‘ TQ ‘ TQ ‘ ‘
1TQa | 1-8TQ 1-8TQ
Tgr = Bit Time

e Nominal Bit Time : 8TQ ~ 25TQ
o TQ =2(BRP)(Tosc)
e The Baud Rate Prescaler (BRP) modifies

the TQ time
e Min=1:1, Max = 1:64
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e\ Synchronization

MICROCHIP

e NO clock In bit stream
e Recelivers synchronize on recessive to
dominant transitions

occurs at SOF and resets bit
clock

occurs at recessive-to-dominant
(1-to-0) edges and adjusts the bit clock as necessary

Hard
Synchronization Re-synchronization

SOF
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N Error Handling

MICROCHIP

e To prevent loss of network by Faulty Node
e Error Passive: message reception and error frame transmission

e Bus off = Error Active: 128 occurrence of 11 consecutive

recessive bits
Hardware-Reset

ERROR
ACTIVE

TEC > 127 Reception of 128 x 11
recessive bits (IFMs)

REC >127 and for some CAN
Controllers an
additional reset

ERROR .
PASSIVE TEC > 255
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e\

Mask and Filter

MICROCHIP
CAN Message
T Arbitration Control Data CRC Ack End of
8 Field Field Field Field Field Frame

FILTER'MASK TRUTH TABLE

Message
Identifier | Acceptor
Mask Bit n |Filter Bit Bitn Reject bitn
ol1l1lol1lol11114111o0l] o |esEE0tnFEronn i

0 X X Accept

1 1 0 0 Accept

Standard Id = 0x35E - L 0 1 Reject

1 1 0 Reject

1 1 1 Accept
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A Mask and Filter

MICROCHIP

o 11 01011 1 1 0 CANBUS

11111111 1]1]1]0]1]0] 1] Receive Mask

Receive Filter

0111110111011} 1]1]11]0]| Receive Buffer

Mask and Filter set for ID’s 0x354,0x356,0x35C,0x35E
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A Mask and Filter

MICROCHIP

If a filter detects a RXM1
match... |

_.the contents of | RXM
the MAB are moved
to the receive buffer
associated with the

i o

filter. 2
W

TX «—

RX—»
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@ Example: Fliters, Makes and Buffer
MICROCHIP PIC18F ECAN™ Module Mode 0

e 3x TX Buffers (Dedicated)
e 2x RX Buffers (Dedicated)
e 1x Message Assembler Buffer
e 6x Full Acceptance Filters
e 2x Full Acceptance Masks

RXBO RXFC

%

H3IAIFOSNVHEL NVD

RXB1* : :

TX Buffer 0

TX Buffer 1

TX Buffer 2

il
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@ LIN (Local Interconnect Network)

MICROCHIP
Lo

LOCAL INTERCONNECT NETWORK
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A LIN Overview

MICROCHIP

e LIN (Local Interconnect Network) is a low-cost serial
communication system for distributed electronic systems in
vehicles.

e Used to distribute end point systems of Automotive CAN ECU

e The LIN Bus was defined by major European automobile
manufactures like Audi, BMW, DaimlerChrysler, Volvo, VW, VCT
and Motorola

e Cost savings between switches, sensors and actuators (sub-
systems) that do not require CAN performance and bandwidth

e Low cost silicon implementation based on common UART/SCI
interface hardware
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e\

MICROCHIP

Node Concept

ECUA

Backbone bus

N

Slave

~

[
\ 1]
<
[11]

\

N

‘ | ‘ECUK!LIN2I‘ I‘ I
ECUJ Master ECUL ECUM

LIN 2 sub-bus
Slave I Slave I
Slave I Slave I

LIN_LT  waa

‘ ECUC/ I
‘ ECUB I LIN_1 Master sub-bus

master node

slave node

slave node
| master task |
| slave task | | slave task | | slave task |
LIN bus
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AN What is a Transceiver?

MICROCHIP

A transceilver Is a device comprising both
a transmitter and a receiver which are
combined and share common circuitry or
a single housing.

Transceiver

30K

MCU
LIN Bus
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A LIN Connectivity

MICROCHIP Physical Layer

VBat

LIN Bus

Slave 1 Slave 15

30K

30K I

I

A

SLAVE TASK

MASTER TASK
SLAVE TASK
SLAVE TASK

e Single Master Multiple Slave (up to 15 Slaves)
e Single Wire: VBAT, GND, LIN

e From 1lkbit/s up to 20kbit/s
e 10417 biat/s for J2602

e Total length of bus line: 40 meters max
e Terminations: Master 1k Q / Slave 30k Q
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N\ Signal Levels

MICROCHIP

e Dominant — Bus LOW - logical O
e Recessive — Bus HIGH —logical 1

e Network is Wired AND

e All nodes must be HIGH (recessive) in order
to transmit a logical 1

e Only one node LOW (dominant) will transmit a
logical O

. dnver node . recewer node
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e\

MICROCHIP

Work Flow Concept

Node Capability Files
— e

Design

5Iave1|

SIaveZ'

System Defining
Tool

System
GGenerator

'

LIN Description

Slave3

System

Master

File

Debugging

Bus analyzerand
emulator

LIN
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AN LIN Protocol Overview

MICROCHIP

e LIN protocol frame consists of Header and Response as shown below

e Header configuration is controlled by Master Node

e Master message Header : synch. break, synch. Byte, message
identifier

e The slave task starts sending a message respond when the ID is
correctly identified

e Message respond consists of data bytes and checksum byte

) Frame slot -
f- Frame Inter-
) Response - | frame
_ Header - 5@??5: Response _ 2pace

[ —itnnnnnn ] \ T T\ T T |
|II f III || |II I| |I I| II II II II III || II| |II ,'I I || / II| \ f | |II / III |II
I Uy IL.l ||.|| Iul | I L | Il. } | JI | | ! '._

Break Synch Protected Data 1 Data 2' Data N Checksum
identifier
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AN LIN Protocol Overview

MICROCHIP

e Message frame: Header and Response

e Header: synch. break, synch. byte, message identifier
e Respond: Up to 8 data byte and checksum byte

e First output bitis LSB

Message Frame

Header Response

] 7/
7/

SYNCHBREAK SYNCH IDENT DATA DATA DATA CHECKSUM
BYTE BYTE BYTE BYTE BYTE FIELD
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AN LIN Protocol Overview

MICROCHIP

SYNCH BREAK BREAK DELIMIT SYNCHBYTE IDENT BYTE

13*Ty; 1..4°T,, 10*T; 10*T;

t

e SYNCH BREAK: low phase(dominant) > databyte length to identify message header
New Frame Start

e BREAK DELIMIT: Maintain at least 1 bit of nominal bit

e SYNCHBYTE: Needed for auto-baud calculation
Data field with data value of 0x55

e IDENTFIELD:  Parity (2 Bit), ID (6 Bit)
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AN LIN Protocol Overview

MICROCHIP

DO| D1 | D2| D3| D4| D5| D6 | D7

~ ~N /H—/
Start Bit 6 ID Bits odd/even
Parity

[Identifier]

e 63 IDs using six bits

e Frame type
e 0to 59 (0x3Db): general frame
e 60 (0Ox3c) and 61 (0x3d): diagnostic frame
e 62 (0x3e) and 63 (0x3f): reserved frame

[Parity (2bits)]
e even(bit6) = DO xor D1 xor D2 xor D4
e odd (bit7) =! (D1 xor D3 xor D4 xor D5)
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AN LIN Protocol Overview

MICROCHIP

1 to 8 data bytes checksum

e Datafield

e Up to 8 bytes of data transfer

e Checksum
e The last field of the frame
e LIN 1.X: Classic Checksum - Data Bytes Only

e LIN 2.X: Enhanced Checksum - Data Bytes + Protected ID
(from Master Header)
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AN LIN Protocol Overview

MICROCHIP

Unconditional Frame

Slave 1 Master Slave 2
3o o Hr&.ﬂ. Master requests a frame from Slave 1
::1} ----------- i A {i \aster sends a frame to both slaves
ﬁ} ----------- s > Slave 2 sends a frame to Slave 1
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AN LIN Protocol Overview

MICROCHIP

Event Triggered Frame

Slave 1 Master Slave 2
- &’:ﬁ& """"" = Request for event triggered frame causes a collision
'_E:QHE """" | The most priortized associated frame is requested
e m:g;ﬁ The least prioritized frame is requested
doronneee L e None of the slaves have any new response fo send
<G B=df - - - =
- One of the slaves have a new response
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AN LIN Protocol Overview

MICROCHIP

e Sporadic Frames

Master

Something happens that f ---

update a signal in frame |
0x22 |

Slave

Master has nothing to send
—| The associated frame 0x22 has an updated signal and
is sent by the master

e Diagnostic Frames (0x3c)
e User-defined Frames (0x3e)
e Reserved Frames (0x3f)
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MICROCHIP

Thank you!



